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Autonomous ships are gaining continuous attention due to their superiority in terms of efficiency, cost—effectiveness, and satety
from human error, However, as autonomous navigation systems are controlled in a cyber environment, the security and accuracy
of information and data are critical factors, Therefore, establishing structural safeguards that can eliminate threats such as data
breaches, tampering, and forgery, which may lead to financial, social, or terror—related risks to ships and human lives, is a
prerequisite for the introduction of autonomous navigation systems in the maritime industry, This study focuses on reviewing
existing cybersecurity rules and regulations in the maritime sector and identifying shortcomings compared to other industries, As
a result, unlike other industries with highly standardized and detailed regulations, the security maturity of shipping against cyber
threats was found to be based on a fragmented regulatory framework and inadequate response procedures, In addition, the lack
of uniform global regulations and the lack of cybersecurity threat information and case—sharing mechanisms were identified as
problems, In this paper, a framework is developed and proposed to address these problems and strengthen cybersecurity,
Through this, the study aims to contribute to the secure adoption of autonomous systems in the maritime industry by ensuring
more stringent cybersecurity measures, In addition, it is expected that sustainability can be improved by regularly and
continuously performing prevention and response support for cybersecurity in the shipping industry.
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1.1 uid and Berge, 2019), aiiAl 22| WM CPSE Met &l gt
clzaiet 22 22N silak ARz} o[2fst ARt 2| F |0
s MR MAH Fdoll ZMolod, HAH 2&2] 80% Ofa Sh= CIXIE A|ARL Zio| (&5 AT 88 7issH sict of
2 XIX|EH} (UN trade and development, 2022). Z|20ll= CIX| 25t 582 S5l MAIZEHIO[ER} AlSsk=l oAl Z2H ZZM|A
2 J|sn ADIE A|AHS| 2 SHCE sk MER 2 £ 7|Hez 22| 2Yo| XEXNoz FNslEs 2ot HEl
242l Shipping 4.00[2k= 7iido] EA O gholE0iX|1 Ut AN M3 U A 2H0| JESHEICE (Kavallieratos et al.,
(Kavallieratos et al., 2020). 0|28t FMl= A ¢ &6t &2 2020). T2t CPSol| CHet o|==7} =0olX|HAM ol2{st A% of
Mo| XGalix|= AdollM O 2 284, 58 2 2 SRE of ZE A|ABI0| Al S| FAHAMQI CiAO| =|HA 2R At
Mol CiEt =Mool 2lsi FEEICE Shipping 4.02 AFE QlE] Ole] Hot Zx|7| e}
H(loT, Internet of Things), & ClolEf &AM, ¢IF XIS(A, AlO|H ok AIARL HEST, x| ¥ H0IHE CIXE 3
Artificial Intelligence), AtSSIRt 22 HMEt 7|&2 £8510 52 2, FotHMA SA = EHIOREE HS5HE WS dHE
2US FH3510{ AR BUEY, ofF /X &2 ¥ 2ot ™ Ct (Craigen et al., 2014). 0{7[oll= HYOf, Z4, Mo
2ol zkst o|AF ZEE Jtssil St (Aello et al., 2020). 7|EF Alo|H L3zt 22 QgcRRH ME U J|s AR &
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AlX| CHEXOI SHAF A B2 22 20174 6ol Hiol3 2
2 s 2AR!I HAT(Maersk)l A7t QUCE T2 MO
0|88t S EoF 2Z{(NotPetya Attack)22 £ A|AH0|
PEFEIOi 27 ot 2Ho| BT of 3 EE{o| &40
SASH 4O 2 FMEACE (Los Angeles Times, 2017) Ol A}
Ol 2lEel Lol w2} 4| 7|22 MAS BEF5P| fiet =
HALIAE 75| AIRRICE (Al Ali et al., 2021). 0] =22
sl Aldel Aol Eob ™ol S Aelol| CHEk ZZXQI J)

QE MIst, ClE 28 T H|wsiod, 52 Aol 2ok
dslel| 25t =AY IS Hersict
1.2 £ ug 20| Afo| Eot
T2 & Foks AHUEIE & Ae FH Aol SIIE 2lof
Alole] Hob AHo| AMHS| 2RIt (Schmittner and Macher,
2019). o] 2ole| Al M2 #F, X7 L WY =ZUYIE
=lsP| et MM, XGM @ MM 2ol Xk xeltt
Ch =M 2= ¥ X& SHoM, 7 72 ZH 2s|(the
United Nations Economic Commission for Europe, UNECE)<2]
A 7 =5k st MA =3 WP.29&= 20210l AHEI=IRL
CHCostantino et al., 2022). UNECE WP.29 A2 XtsAt &M=
ol CHEt Aol Eot 22| AAES o|R5Istal M=
A ARE M3 A i 7|52 Zgketod 8 37| MEl)|
X Aol 2ot #FEE S5tk A2 YBsIEE 276t
S odglollM UNECE WP.29 &2 20244 7% B 2E
Axjol| | F=t=ACt (Brandt and Tamisier, 2021). o] A&

EU9_| EE} .J_H:Holo I |- .Fp(-lo| $§ 7(|.Eto| op(-h_}g
ol2 skl A2 SE=2 shoh =5t 2Eo|AM= UNECE
WP.29 Aol AMEi=ien] IEWSM(MLUT, Ministry of

Land, Infrastructure, Transport and Tourism)0| & X=X} A
oM o[xfet el Alglg 24310 RIZF Alo[H Het
HEMAIZ| 2 QACH (Roberts et al., 2023). o|=olM= =27} 1
T2 WE OFFE(NHTSA, National Highway Traffic Safety
Administration) X|Zl0] 2016 H0f| "&C) RIZke| oFHE 2I5H AlO]
B 2ot I AR|"E WESI0 X1Ze| Alo|H Eolof T X|F
2 M3t (Das et al., 2019). o] X|Z2 ¢ "Il Al thg
9l Mg Zes= Zixsic)

A1 O|LME|E ZHoMe XS4t FE 37 ¥ M ME
(Auto—ISAC, The Automotive Information Sharing and Analysis
Center)7t MEEUCE Ol= ASA M=A, SSUH, ASKt
SME EEeh 5Y 7| HYn M ZSRE EFXIS] XSkt
29| AO|H Hot EfM|E Zelshs 22 MY FT O|HIME]
Hrl (Lee et al., 2020). O] MEI= 918 Q&z|MA F oM X

Exe

232 ARE SRE  Us EAE

2 Aol Hotb ¢

1.3 B 2& =0k Alojef &ok

Hr 289 Aol Eeok2 Hxt Hof, s, M2 % 2H2
fIeh CXIE Al Tt o EZTt FokKo EEFEF et 24
74 =

C} (Kour et al. 2023). o[2{gt TIM|E QlAlsll HE 2
AlABI| SlEME L3P -?—IgF Clekst Afole] Eot 7
EFO| JHL=(QICt ZIH AE SHoIM x| ©7| 7|& /¥
(IEC, International Electrotechnical Commission)= 41 2
S AAEE fIe ZFES HURICE o] T[1E0f M AlAE
sl MA=UX[TE AT L HO] A|ARM HE A|ARS
SIEE ZME IEC 624432 MY AiSst 3 Mo AJAH
IACS, Industrial Automation and Control Systems)2| Alo[s{ &
2lst ZZXo| EF S H0o{ZEC} (Copeland, 2020). =H
7|7HSO)= ME Hot 22| 2 28 tiejol| ZMs £ E
T 2309 Alold| Hofnt miHE ofg] #FE MBSt otk 7
HEoZ ISO/IEC 27001 EZE2 ME Hob 22| AIARI(SMS,
Information Security Management System)2 8!, 78, FA|
sty XEXMeR JiMEP| 2t 2FAtEe XHSIIc
(Tomi¢ Rotim, 2020). ISO/IEC 27032 E=2 Afo|H Hot 2[d
o| Al gl 2|2 wokslo] Ajo|H] 2ZIA| ME HSE X
Usk= AlolH Hob MEfE THMEP| fE X(EE HITIC
(Tomi¢ Rotim, 2020).
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EUs 2 2452 2ist =20l Ao|H 2ot 8 7hek 2ot
OIME 2FEIM it HESIT 2 ME HOHNIS?) X|&Ee EE
&S kst T Mu|A RAX|olA| AS 2F AlES MY
5101 EU Mo Alole| Eobg Zssh= AWEe sE=E St
(Vandezande, 2024). EU Afo|H EobH2 F odgh Alo[H 2

oF 7|ZHENISA, European Union Agency for Network and
Information and Security)2| Oq%kg 25kl AT A|AEITL 1)
el Aloje| 2ok 2[5 EU MY o1 =laE $2I51%
EKMarkopoquu et al. 2019). EEEF, 7|& AIRKTS) 507012 &

= FZof Al Eolof tst X|&E MSst %‘EKProchazka
et al. 2022). O|2{3t X|ZEE2 Sall Al 21, ¢
oF Z=X|9| 30| o FE=1 UCks A2 AlEe =
olM= el Al Eot 7|28 ZafeFoM EEE =
gt £ o=z} £Z0| Z=s Alo|H Hot T
o|=5I511 RJC} (Kawaguchi. 2023). SF0IM= Australasian
Railway Association0lA 7HekSH Australian Rail Cybersecurity
GuidelinestilA] HE 2HAPL AR fEHE 2l = =
22235 MESH} (Kennedy et al. 2020).

A4 O|LIME|E EHHolM B 289 22 Y3lol =hH
ZAFHUIC, Union International des Chemins de fer)2 A0t
Eokg 25k of2] X|&nt ZH AE FHLURMCH (Soderi, Masti et
al. 2023). 35| UIC Alo[t{ EoF AR Alst2 AT G H|o] AlA
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B 230 SHS F1 cifet £FEQ| HT AAH0A Alo]H
o Ex A
| &I5|(RSSB)OlIA] 7HELGH
RIS-3703-TOME HM|Rioni, ol B 2H0lA Alojtf Eok

Slg2 elsks 20| B2, 012 I3t 2TARISS Alust
1 MEsct (RSSB 2021).
1.4 &5 75 =2ole| Alojs] Eot
ST Mt B4l & 2 HOIS 9IBH SEEH IRl AlAY
o 2lZ5P| mh2ol @3St Alol 2lgiel Eo| sof gick

(Kagalwalla and Churi 2019). =A 2IZ+ =2 7|74CAO,
International Civil Aviation Organization)= Alo|# HokS mgh
5104 g5 o 2 Holof thst BT 1&g FEloke 2 2
2YH J|gozM oAdskg 51 @/20i(Elmarady 2! Rahouma
2021), 53| 2ld=0| & ¥ HYSAE EEE g5 el=Zat ™
ol Afo[t] 2ot =XE THEITE 2|F3slsts AlolH Eot &

AU E JHLSIRUCE. S AAR, HWESRT 2 C0HE &

S5P| 95t B AlS MmsH= Doc 9985= DIZF Shzof|A

Aol Hot 2SS nielsP| 2t ZZMOl Za|ele(3E M
SiCHLimnaios 2022). OX|2fez, 224 k=2 Hot HEl(GASeP)
2 22Y g5 Hotg ZsleP| et ZEMO| A QA= A}

== SO = o
|
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77+ ICAO X[ ol 2} Ajo[H
Aa{sin UACt (Sena et al., 2021).
Zo| o1} 514 H5E BREH
7|ZHEASA, European Union
2], Af2 iig ¥ X&EHel 2
ol g 3 Holof CHEk A 2
AHEC’ 2 °4% 52 OPI %’—I?_ ZAMol AlofH| ot M2k Tt
S, I:'|='_1‘01|/\‘| ot SkSE(FAA, Federal
|.O|H-I E __H__%_S% Mx-l
sk= O &8st O*%% 5t 2lem (De Cerchio and Riley
2011), of7joll= 2} i 2
Hot HOlE F8isk| 2t
g5 Alold| Eot X|Fo| ¢l
Mol X|2lE ERI5i0] &7 Al
OlFf H50of| ZMs F
HolM =IHES2S International  Air  Transport
Association) = S=A} 2+ A}0|H{ Hot olAlnt mH AR E F7I
She Ol &30l dsks shoh (Ukwandu et al., 2022). &
2 Z%—AKHI 2" "It £, Al EH

Aviation Safety Agency)
LE{=lof| Ch3F X|Zlo| Zak=l sk ok gl
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s —_rL°._40P7I flet 2laae

AE JHeksP| AIZRICEH (Karim, 2022). £3], IMO= 201740

“sil2 Afol & 22| XIA"(MSC-FAL.1/Circ.3)2 HMEg=

o, ol= s F=22| AlolH /2 sidsp| /st d[2xA =

Sk (Mrakovi¢ and Vojinovié, 2019). 0| 70|

EEIRl2 AlolH fIE E2I7E 7|E o BE| A|ARIS| USRI}

=|ofo} 51, s AR AoH fIEHERE HIsP| £/t
o

ZTAE TRl TS QUoh Efh ZE MUt 3ApE
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CEEEEEE

2021 18 1Y ol & EMel A M ofef| 2B 2 Sall A
ol Hoks of 22| AJAHI(SMS, Safety Management
System)e| LEZ ZESITE o0, AO|H HERE 2

S ZdE 255k 25 /1Y 22l g2 WS AEEIES A
Bt SOLAS §efo| R0l Ix| Mub 2! shab Al Hot
(ISPS, International Ship and Port Facility Security) #&0l|lM=
AMut 5l sk AlMof| CHst Eot =X|E o|FSteta! RUCH (Melnyk
et al., 2022). FZ =2|M Holof| =HE g1 X0t 22
=2lojlA= Alo[e] Rofl Chst eiot Rlg =] Shtet MElo|

2
H'I

Aol 2ok Hot Wyt 3l Z2EZof| EgsiTE S5t
EUOIM XIZI(EU) 2016/1148(NIS X|&l)2 slilAt 2452 =kt
L F 2 THIO| HEYT ¢ MY AIAH Holof| 382 £
2l (Androjna, 2020), Sl@l=0| Ajoje] Hot =X|& sis)
1 Ee Md|A K30l ALSt YEk2 o]E £ Qe AIIE 21

SIS skt ®E SiAb o J|ZHEMSA, European
Maritime Safety Agency) AlO|e{ 2ot X|E2 EU S|&l=2l Al
Olsl BAIXZt ZtA ol Aol Hot =X|E Foist=E K|35t
1 2ct (Androjna et al. 2022). o|z{gt x|zl IMO2| =Z&|¢
2|39 AX[okx|ot X|AX aiztol| CHst FIIMQl THME A
Soich ol=oM= ol EE 7|z A72A(NIST, National
Institute of Standards and Technology) Afo|e{ ot Zzjole
37t sHALE ZESHo|= A Melof| Ha| AR2E0 25 AL
ot Hot 2liS &5 U209 (Erich, 2021), 2c|& Hot
of =& & 20024 oiat 2& HOHH(MTSA, Maritime
Transport Security Act)2 Alole{ Eot T18] AlstS EEh6lT
£ AHIO|EHC) (Finley, 2017). AJIEZ20|M= Arlz=
SHAL 2 SORY(MPA, Maritime and Port  Authority of
|

Singapore)O| siiak Afo|d] E ot X|&Th Afo[H At o F H11
(Neo, 2021)& Z&5t0{ sllal F22| Alo|H Hot 2538 2
s5l7| flet O|HMEIEE TRIRCY.

A o|LME|E EHHo]| ﬁ 7k 2 2 sl &=l9l BMCO
= " "L, 25 =X, ©X|, g ¥ STE =T Aol
Hoto| kst EHE EH._ Muab L Aol 2IEES 2i2IsP

25k AlolH Hot X|ES JHURHCt (Daum, 2019). O] 2lol|%,
Oil Companies International Marine Forum(OCIMF)ollA FHELSH
Tanker Management and Self-Assessment(TMSA) Zz{| &l
3oz AlolH] Eokg CiR= EF 249t ZaEof Uct
(Lagowvardou, 2018). 0| Zaf2le|FofA= E4F| 2AX= 28
E AAED HlO|EE 2ot W Sie| o 2H2 2
sP7| 2l AlolH Eot HOIE FHisi=SE ARSI,
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| 22 AfEte &5 0] =2 2 ol
Rbghct A, FHH, KoM 2 DI JHE mEMIIE §
2 Alote 9I8h S3xi0|n ELHQl Aols] Hot Tajele| IS
TNk %ol Z23ict. of Zaiele|3i MOt 22 24| 7l

o] e Soff clueh ZhetdollM EFE2f=ofof Sl 2E
Ol ZARPL WE 5= A=

Cifeh AlO|H Eot Z2E30 2

H ARIOIA LT TS BEIGOF Bk B, B AL

gollA QlIE Fojoll O|2TIIIK| RE AE EESHE oiiet A
B0l ARBEl= OT AlAEQ| Aol Eolo| SE3| ST A8
o XE2 MYsiod Mz 2RIt /e, olF flatMe &
HE7Pt &ofsio] s ekdollM OT AlABle| TFet 27 At

et iAol Sk Alolef Eob EFES JHESID TEsof Bick
=W, Meh 2HAL et G, Ajold] 2ot MEIIE wetet
o ofalf AR} Zte] Hdnt HE S7E FXsP| ¢

S JHslof Bict of S S0i, AAlZt 2l elEz|

sol ti7{HE 2

FA ZRE Bolskil sH= ol Fdl Ealol} ZiAAIRIS T4

3ol sliok Aol Hot B2 2R MElS M2iskn 224 2 |

o o3 olizldA LESIT ol Fefg 4 2ok
DixgtoR, SR SOt AUS EaE DE s ol

CitoE ELml Aol Bok IS I 94 TRIUS EZFAL

skn Tatsts 20| 7K FLsich ol . ofhzt

[old] Eolof CHEt
& 2 13

2.1 IMO

IMO= AlO[t] & FokMofl Cish AlgtE QIX|SIal MI98%} 3
At 2|2135|(MSC, Maritime Safety Committee) 2! H|41X} 2k
Sl E|(FAL, Facilitation Committee)ollA] ‘A Alo|e] @&zt
2| X|&(Guidelines on maritime cyber risk management)' & &
oIsICt (IMO, 2021). slilat Afol fIgiaz| X|&'e| A
102 ‘OHMZRIAIAE Sliak Aol IEER|(Maritime cyber
risk management in safety management systems)’oll CHEt Z2
ooz 20174 6ol =YD o|F Zelot w2t IMO= 7[=
o= sloig 20214 18 O|F AlRlEs & M ARFZHAlA
Ato[H 2(Eol| CHEt &2|7t SR B |A|AROIA SR ASS
LIEI = XMEEAM(DoC, Document of Compliance)E HIXISHE
£ ADSIRICt IMO2| silAb Aol IEEE] XE'2 AlolH 2
Ho2RE| SNl Aol RIS X|EP| 2T A9 £

Zo| 7|55 @42 ZEHD AT Met AIAHIA Aol 28

=

] (=] /\A ﬁ
of TEE 4 e FloF AlAHS M AlAY, Si2 X2l 2 B
2| AlAG, 271 9 Tje| AEE AILE, 3 Hlof AR, ofy
Ml 3 2] AIAE, of2f F& B UET, Ml Kl Al

2H, S AIAE0] ZekEch IMO MSC 101X F§|9|01IA1: At
|k

g28hdel 2l A|AER] 3l J[HIAMo| Al2F0| SHE S} 2t
HSl0] oIS $EE 4= UTE B SR O AIAIE |
5P| st Kgeedat A Al XIE(Draft integrim

guidelines for MASS trials)' & &°2I512ict 0|F MSC 106X}
MASS Z=fddks Ssl MASS Code ZHEr ZEWIHMSC
106/WP.8, Annex 5), MASS Code T*A Z=2HMSC 106/WP.8,
Annex 1)0] =& MASS Correspondence Group 21402
ols MASS 7|50l thgt Q74(MASS Code, Part.3)(2hHo| &=
2lon{ MASS Code= GBS(Goal-Based Standard)x A= 7§t
=10 U= Holct ol AeREddt 280 et ZEo| gle
0, 7|&XMorT YEEiK| 42 HEo| cle E=A|sto] A
RUE HAISP |7} oE7| ez mEtEcE
Lot &R Melofl ZEE Afole] Eob o] MukEat
L2} eetnt SeMo = o|Fo{Mof sitke 3ZHIF gME
tistel=nl o= chEso| 3822 IMOd| 2HEME
ol Bl 250 st UCt

2.2 X EZHX|3{3|(IALA)

IALA O|U|E |9/ IS|(ENAV, ENAVigation Committee) 24X}
5lejoil= IEC 62443 L IEC 61162-460 EZ=0l| 7|=5t sl ICT
Z|ofl ME=|= Alojt] Hot HAISO! A2t HE AHIE ATK
Sk oJM|2AM(Introduction of cyber security tyoe approval
applicable case based on IEC 62443 and IEC 61162-460

CHStR MG =22 X 623 Mi1E 20251 2¢
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standards)7t MIZUCE. 01F M274t 2ol Atg2akMal 74
gk 71o|=2}2I(ALA guideline on developments in Maritime
Autonomous Surface Ships)’ E2H0| MZ&[iond, MASS &t
2 A[Ys| flst JtolHA T M9 S$ES AlESINICE

H28xt sleoll= ‘BHES 7|8F MEt e-Navigation AfH|A
FAERO| ME 7t58H AO[HEQH @FAEThe analysis of
general cybersecurity requirements applicable to ship’s e-Nav
service display device based on international standards)’ 2JA|
EM7F MEEend, Mete| e-Navigation AH[A Ex[of Alo]
B Hot @FAIENS TEop| 2ol TlE MEIF Eat=|of RUCk
IALAE AROIH Hot IF&2 JHEletl e ZES HIEC=R
IALA RtH|2| Afo|H Eot Tj0|=2I01E 7L F0(n{ Alo[H| Eok
I S 7|E EFO|LE BHARO|M CIRIXIX] 252 IALA 2
Zx{oll chst Afole] Eot 7jo|=RI0lE MAISIAL RACE

2.3 180

=AM EZFSH7|7(1SO, International Organization for
Standardization) ¥ =HM™M7|7|&2Y¥3/(EC, International
Electrotechnical Commission)2| ISO/IEC 270012 MEHoF ot
2] Aol th$t =M EZSZ 20054 IS0} IECH| 2fs =5 &
siz|9lond, IMOQ| ‘siAb AlolH ETE| X|E'of ZHARZ
Zote|of Aok ESHISO/IEC 27001 EE2 HEY|s - EoP|
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Table 2 List of service requirements

Terms Details

The entire period from the initial
development stage of the automobile type
to the disposal of the type is divided as
follows

— Development stage

— Production stage

— Post—production stage

10 Lifecycle

Terms Details

Potential cause of an accident that could
cause harm to a system/vehicle,
organization, or person

1 Threats

The secondary market of the automobile
industry formed after the manufacturer
sells automobiles in relation to the use or
operation of automobiles

(Example) Manufacturing, re—production,
distribution, sales and installation of
automobile parts, software, services,
chemical products, equipment and
accessories, etc

11| Aftermarket

Weaknesses in assets or security
measures that could be exploited by
threats

2 | Vulnerability

The potential for a threat to cause harm
to an organization or person through a
vulnerability

3 Risk

An overall process for assessing risk,

including the following procedures

— Risk identification: Discovery,
recognition, and description of risks

Risk — Risk analysis: Understanding risk

Assessment characteristics and determining risk
level (judgment)

— Risk assessment: Determine whether the
risk level is acceptable based on the
results of the risk analysis

Risk Integrated activities to supervise and
5 control the organization in order to
Management :
respond to risks

Cyber A state that cars and their features are
security protected from cyber threats

The following management system

established by an organization to respond

to risks to vehicles (risk-based approach)

— Processes of organization for
responding to risks

— Distribution of responsibilities, authority,
etc. related to risk response

7 CSMS

Technical measures to eliminate or reduce

8 Mitigation risks

A series of vehicle types that have the

same characteristics as the following

— Shape, specifications and performance
of the structure and devices of
automobiles

— Cybersecurity—related electrical and
electronic structures and external
connection devices, etc.

9 | Vehicle Type
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. Cybersecurity management system
operation process

. Risk management and verification

process
+ Cybersecurity testing process 0 6

* Process for keeping up to date with risks
* Monitoring, detection and response processes

* Attack analysis processes

+ Threat and Risk identification process

. Risk assessment, classification and
treatment process

Organization

, Process for evaluating the effectiveness
of security measures

Fig. 1 Process of cybersecurity management system in the
autonomous car industry
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Fig. 2 Cybersecurity management system activities in the
car industry
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Table 3 Autonomous ship cybersecurity threats

Mid—classification

Expected threat cases

Overwrite data/code onboard the

Mid—classification Expected threat cases

1.1 Insider attack

1. Remote 1.2 Unauthorized internet access

Operation Center

(ROC) Attack 13 Unauthorized connection to

remote operation center server

Autonomous vessel

2 Oentere (Cé);;tm 21 communication interruption duei to
IS I on service outage, unable to provide
requested services
3.1 Insider attack
3.2 Data loss due to service provider
3. Remote ' incident
Operation Center 33 Unauthorized Internet connection
(ROC) Data ’ to the server
breach gnd 34 Unauthorized physical connection
corruption : to the server (USB, etc.)
35 Information breach due to

unintended data sharing

Message spoofing using a spoof

4. Spoofing of 41
' attack

messages or

data received by
autonomous 4.2
ships

Sybil Attack via virtual ship
creation

Injecting malicious code into a
communication channel

5. Unauthorized

) . 5.1
manipulation of

data/code on
Change of data/code onboard

board - A o ooz
aUtoNOMouS . the vessel through communication
ships, etc. channels

5.3 o .
ship via communication channels
Deletion of data/code onboard
5.4 the vessel via communication
channels
Allows embedding of data/code
5.5 into ships through communication
channels
6. The 61 Accepting information from
communication ' unreliable sources
channel allows
untrusted 6.0 Interception attack/session
messages or ’ hijacking
session
h|Jac:t|;i/zplay 6.3 Replay attack
Information
7.1 interception/jamming/communication
7. Information monitoring (eavesdropping)
disclosure
Obtaining unauthorized access to
7.2 )
files or data
8. Interference Transmitting a large amount of
with autonomous | 8.1 data may cause normal service
ship functions disruption
using
communication 8.2 Inter—ship communication
channels ' diSI’UptiOl’]
9. Access rights
management Deodorization of access to
vulnerability in 9.1 autonomous ship systems by
autonomous ship unauthorized user
systems
10. Infection of
autonomous ship
systems through Infection of ship systems through
viruses 10.1 | viruses embedded in communication
embedded in media
communication
media
11. Messages 1.1 Malicious internal message
pgntammg 1.2 Malicious diagnostic message
malicious content
received from Malicious unigue message
. 11.3 .
ships (normally sent by the supplier)
191 Corruption of the over-the—air
: software update(OTA) procedure
12, Misuse or 122 Corruption of local/physical
cormuption of the software update procedures
update procedure The update process is not
123 corrupted, but the software was

already manipulated and corrupted
before the process
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Mid—classification

Expected threat cases

Allowing invalid updates due to

12.4 compromised software vendor
encryption key
Denial of service attacks on
13. Normal
o 13.1 update servers or networks to
update rejection .
prevent important updates
Allowing unintended execution of
i 141 malware or attacks by legitimate
14. .ACtlonS that ' actors(ship owners, ship operators
facilitate cyber or maintenance engineers)
attacks
140 Failure to follow defined security
' procedures
Extraction of copyrighted or
proprietary software from
15.1 )
autonomous ship systems(product
15. Extract ship piracy)
data/code . ,
15.2 Unauthorized access to owner's
' personal information
15.3 Extract the encryption key
16.1 |dentity manipulation
16.2 Bypass monitoring system
16. Manipulation Data manipulation for tampering
of ship 16.3 with ship operation data (route
data/code planning)
Unauthorized alteration of system
16.4 ' .
diagnostic data
17. Delete 171 deletion/maLrJ:aljjltar;ioo”nZ eodf system
data/code ’ P ¥
event logs
18. Install 18.1 Malicious software or malicious
malware ' software activity
. Install N
19. Install new Software falsification of
software or )
) . 19.1 | autonomous ship control systems or
overwrite existing ) )
information systems
software
20. Interruption
of system 20.1 Denial of service
operation
21 AUOnOmous Modification of conﬂguranon
) parameters of key functions of
ship parameter 211 !
. ! autonomous ships through
manipulation

unauthorized access
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