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With the advent of smart ships, cyber security threats to ship control system are increasing, In order to strengthen ship cyber
security, the IACS issued UR E26 in April 2022 and declared it to be applied to ships contracted for construction on July 1, 2024,
Therefore, in this paper, we conduct research on ship networks that can respond to cyber threats by considering the distinct

characteristic of the ship network construction environment and the requirements of IACS UR E26, For this purpose, we analyzed
the reference model of IEC 62443 along with the requirements of IACS UR E26. In addition, we identified the network structure and

characteristics of the recently built smart ship, Based on this, we propose a ship network model that includes the configuration

setting of the network and security device along with the deployment of the OT/IT device in the ship, Finally, we applied the

proposed ship network security model to the network of recently built smart ships to verify its function and performance,
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AMulof|Ae| AAH|OJA|AEN(ICS, Industrial Control System)2
Muk skl E 2ls) BRst z|4ste| 7|58 MEske 7|8 2x(2

Aot K2 (Network)O|2H= OHZHAMIE S510] A|AE! 2AHS
2t Clafst MEIL AS 7 37 L diZET Aok

21M[7| =2 ofof| ZAZ=El MEF2 RS232 S ARIY SAE E
2 HEo| A private network) 22 L EQFJF FA=[0] E}
AlAE = SATO| oAt Aol O|FOX[X] LUt 2L, =
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Hlof2ol| chk Aol Eok 2{30]| Srh=|x QUct (Choi, 2020).
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2.1 IACS UR E26(Cyber resilience of ships)

IACS UR E262 IEC(International Electrotechnical Commission)
62443(“°W|01A|AE*' Hol 3-3(A|AHl Hot @FASH 3l Hot
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Fig. 1 UR E26 network requirements(segregation)
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2.2 |EC 62443(LIRMOJAIAE] Eob)

IEC 62443 (Security for Industrial Automation and Control
Systems)2 O]= ISA(International Society of Automation)Z | At
AROA| AR (ICS)oll THEH Hot OIﬁ% CIE7| lsl ®MsH 22
Olck ISO/IEC 62443 Al2|=2o| Hot @7 Aleh gl Hot T2
LA OA A 2Hdof| Metotn, SMEEEE HEE EER

L

tu

ot M 3l "MRp AAH AXHES| 47X HEZ Jot
=o{X Ut (Kim et al., 2018).

IEC 62443 2-1 (2010)2 &1 AtS3H 2 M0f A2 (IACS,
Industrial Automation and Control System)& 2let Alo[H{&E ot
Zk2| AJAHED (CSMS, CyberSecurity Management System)& +
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IEC 62443 reference architecture
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Fig. 2 IEC 62443 reference architecture
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Mol P Ax|2f ARSElE ZE I Mu|AQ H|=LA HH
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EQl3 74
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|2 B ZHL0IN T OITE ANfE Muie] LESIT 7
Z= Fig. 32} 20| S4 BE 3AR|/L2AL(X|-OT/IT&A| =

o= HiR|=|1 Tt SHHOR WeHE MF SFZFELE UF

o 70| et M Sl AlgiXjol ol Mx|/2|= A0,
CHE=el OT/IT &= Exol 22| 810l shfe| HEHT 2|

(L3/L2 A2(x])oll AA=(0{X UCE Ciek 7|2 ofe
Blol |AS(Integrated Bridge System)2| 2 AL HESIF2} H
O A HEYTTCZ FMEORUCE (Son, 2024).

olz{st Mt HEI= ARE =&l el Instrument W ES
3, Shipboard Control HE2|3, 4S(Ship—shore/shore—ship &

A) HESIF S Table 1z} 20| 2&F=Ict (Yoo, 2011).
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Fig. 3 Ship in service network topology
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Table 1 Ship equipment list (Park et al., 2011)
Phase System Protocol
GPS, Loran-C, Auto pilot,
Anemometer, Gyro compass, IEC 61162-1/2
Rudder, Speed Log, Radar, (NMEA0183)
Echo Sounder, AIS, Rudder
M/E control system, M/E oil
system, M/E J.C.F.W., M/E air
and exhaust gas system, M/E
Instrument Misc, Generator engine, Boiler
system, Purifier system, S/G
system, Tank level gauge
system, BWMS(Ballast Water TCP/P
Treatment System), Valve
remote control system, Cargo
pump system, Cargo valve
system, Cargo tank system,
System Error
ECDIS, VDR, BMS(Bridge IEC
Maneuvering System) 61162-1/2/450,
TCP/IP
PMS(Power Management
Instrument System), CTMS(Custody Modbus, CAN
Transfer Measurement System)
BHSMS(HullStress Monitorin:
Systemg Fire/Gas detectior? TCP/P,
’ IEC61162-1/2
system
IAS(Integrated Bridge System), IEC
BMWAS(Bridge Watch 61162-1/2/450,
Shipboard Monitoring System) TCP/IP
Control
ICMS(Integrated Control TCP/IP, CAN, IEC
Monitoring System) 61162-1/2
4S VSAT System, Inmarsat system, TCP/P
Network system
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Instrument LIEYA-= IEC 61162(&kH-S41 |2 2lE{H[0|
) ZREE S2 AMREske goll S4 FA| J2(1 AYE HE
A 2olollM X5 AR == Modbus TCP, UDP &2 ARSshk=
7|2 3 &= Ho/2HEY BA| S MM ZH AAZEYE WEt
2 {8t WES3olct

Shipboard Control HEXI= AIAE S5 ZA|/HOE S5
oz TCP/IP Z2EZE 7|8CZ Instrument Zx|Z2FE] HolE]
£ sk, Mo WHS tiaxsly| flst WIERFolct

4S HER A= VSAT = Inmarsat 282} HAZ =0 e-Mail
Me, M2l 047k Wifi, ZF-E ITAH|A & ekl |p 7|ek =
EEEES ABske WESY30IcE

2.4 Y ES|T 7A(Zone) & T2HConduit) 7|&

HEST= 27AlEe 3Rshs =28 == 8218 ARkt O
22 T(zone)1t A8 FHoZ FHS sk AHolE2!
E2Hconduit) 22 TAEICE IACS UR E260IAM = 7+ & 22
T | et MX|2M WalH/2lRE, TCP/IP diodes, Simplex
Serial Links, dry contacts S HMAIGHZ QiC

>
=)

241 000/000

23S K| b= EfHozRH U EYIE ESsk Y|
EQ3 Hot £FMo2 ARMo| Z2aajUsEl o] H&lof wt
2l YMIFEE Ajckshs AR = AAH0|CE (FORTINET) £
ot 2IRElE HEYIAE A oZ5IT Clole] mjZle o 2|
oflAl CH2 $Ixle] =X &k H7ix| ZYYshs Bx|2A,
HESZ 7o ¢ Tt MM 9lst 71& 7|28l ko[t &

31 3 2}PH= Table 22F 22 ZHERE0| Tk

2.4.2 Simplex Serial Links

Serial 8412 si-le| AlSME 0|8s10] ShHo|| 1 HIEX X
o= V| &4 2oke| kMol 2H Hloje S4l BHHo=R
S Fx|9| o] MaliM o wake 2ok ME0| 7k T
EHSimplex), &54l0] 2F J7t5 SHX(CHHO[HE M&T = &
2lo| 7+5%t Half Duplex, HIO[EHE M&sh= SAloll $=Alo| 7t

=13

Table 3 Serial communication protocols

Property RS232C RS423 RS422 RS485
. Single — Single- , ) , )
Operation Ended Ended Differential | Differential
Maximum driver | 1Driver 1Driver 1Driver 32Driver
/reqeiver 1Receiver | 10Receiver | 32Receiver | 32Receiver
 Maxmum 15m | 1.2km | 1.2km | 1.2Km
distance range
Maximum
Transmission | 20Kb/s 100Kb/s | 10Mb/s 10Mb/s
Speed
Transmission
method Full Duplex | Full Duplex | Full Duplex |Half Duplex

Table 2 Firewall/Router pros and cons

Device Functions Advantage Disadvantage
- Access control | - Protect - Vulnerable to
to services from| vulnerable viruses and new
in/outbound services types of threats
- Direction control| - Apply consistent| - Unable to
of information security policies| respond to
Fre about specific to all resources | attacks by
service on the internal malicious
wall . .
- Service access | network internal users
control to users| - Host system - Providing limited
- Use means access control services
control for - Maintain logs - Unable to
specific service | and statistics control bypass
traffic
- Setting the - Enhanced
destination path| security by - Decreased
of the packet acting as a network
- Change the IP network relayer | connection
address of - Improve Internet | gpeed when a
packets sent to | connectivity and| |arge number of
an external information flow | traffic occurs
network through network | . Additional costs
- Prioritize network|  address due to
traffic based on| translation installation
Router| data type - Improve traffic difficulties
- Direct access by  efficiency - Quality problems
external network| through dynamic| due to time
remote users routing conversion
- Control the - Traffic issues
amount of data| management
flowing through | through

- Network traffic

the network

monitoring and
fault diagnosis

switching and
filtering between
packets

S Full Duplex 2+Alo] =xistod, Table 3z

ZEZ0| 7k g2l ARE=1 ot

Simplex Serial
sHketo 2 b o|R0{X|

O =

EAlS A

22 oK s

| 5= Hiet Zo] Hlo[E 50|
= steg FH7|,

2|2, defuH

s EERoIAE &ol| gl 851 Act Simplex Serial &
Al oA|l2= Fig 42} 20| RS(Recommended Standard) 232C<2]

whel Bl & 7Ho| He AMoi| = HE E T

MASTER

RALH Byun, 2005).
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Fig. 4 RS232 based Simplex serial link example
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2.4.3 TCP/IP diodes
ololef Clo|2=(data diode)2t T £2/= ket M& J|s
St EQIF(A)0IM CHE HESIA(B) 2l
15k 0475% H&sk= 7|=0lch (Kim and Min, 2016). 22X
O=Z 0|5 E tHEkskoZat M&sh 4= 17| 1 2of| H|o|E{ Clo|
RLEE= F X|H Alojol| 22| 2 = “Ar Gap”2 THECE 0]
£ Solf tlole] RES YXIst, AMIEZREH QRS EX|st
o, HlolH Clo|2ES| HET ZRE Sl 2F Ife=RH
SA U EQTE 2okl 25 & %= Ut Ho|H Co|REs
EotaxolA sl 3 2lRE{9F FAISH HEl0| 7tSSHX|TE Fig.
43} Z+2 Xlo|-o| EAstct (OWL Cyber Defense).

Table 4 Differences between diodes and firewall/router

Router

[tem Firewall (One-way gateway)

(Firewall) Software—based | (Router) Only handles a
solution that requires single protocol or data
patching and maintenance| type per link

Difference| (Diode) Hardware-based
solution that cannot be
modified or forced to
Operate after initial
installation

(Diode) Transfer data to
multiple servers or
devices simultaneously
without bottlenecks

24.4 Dry Contacts
Dry contact= 2l/M0[ AL|X|of| 75.
X2 S0{2= AS/H0|EE &Esto] & Ats|= 2a|o]/
22| X|2M, Dry contactsE P8 E= el P(I tHZI0| ZXY
SlH Fig. 5oF Zo| YH7|, L2t A|AEL ofojd 5 ZBE S
M Z=Zoll Dry Contact7t 2 &= Jct (Didactum
Security, 2016).

|—'—E|X| Ol-_l Aol

.,_

I

Fig. 5 Dry Contacts example
3. Myl LIERT 2ot 2E Hot

3.1 Muf HERF 9

el

HESZ F9=2 OT & IT 2ol 25t H2 5

00
HA

A
T

2el S8x02 XgolI el 5 slofot ol Ol Fi
2 =20|ME EC 62M30] A RUE J|goR 25| Mgt
R
o

HIEOJE MHEZ 5t

=

Slof AMHte] HE9F 7S Table 52 &
0] ZFsIct

Table 5 Ship network zone based on IEC 62443

Zone Level Description
. VSAT system, Inmarsat system, Mail
Enterprise Level 5 sever, Office PC, CCTV
ECDIS update server, PMS RMS,
DMz Level 4 ICMS RMS, Smart platform
(NAV) IBS/INS, BMS, VDR
Level 3
(Central | (ENG) PMS, ICMS,
operation)
(CARGO) BWMS
(NAV)GPS, Loran—-C, Auto pilot,
Anemometer, Gyro compass, Rudder,
Speed Log, RADAR, Echo sounder,
AIS, BMWAS, ECIDS
Level 2 (ENG) M/E control system, M/E ail
Control system, M/E J.C.F.W. system, M/E
(Local .
system . air and exhaust gas system, M/E
operation) | . ) .
misc system, generator engine, boiler
system, purifier system, S/G system
(CARGO) Water ballast, Water ballast
valve, cargo pump, Cargo valve,
Cargo tanks
Level 1 )
(Safety) Fire/Gas
Level 0 Sensor or Gauge (level, pressure,
(I/O device) | temperature), etc.

3.1.1 Enterprise zone
Enterprise zone2 M} 2|Fot i == 2HE0[0{, MUl L E

2|3E ddske FAUc= MUl IT & & ofE2i7Hl0ld 7He] o
ZE Mokl ARSshke IT elZelz FAMEZRICH SAXMe
2 Enterprise zonedll MRX|== A|AEIE 2 3F0|M AZE 4S
HE. 213 Ly 7<|-x|§H A1l:ll-_ AI—|7_|-EA|O o5k 2| EA| El:il
MEFHIEQT 2IREE 95t 2lRE, MY =XIE st wifi &
LIEQITet 2HRAE AIAR, TJ2|1 22 VOIP 3P|, MAFO
MY MH(ERP S), MU MA|E AFRE PC SS Zelole AT
T AIAH Se2 72 X|g = UCt

3.1.2 DMZ zone

DMZ zone2 EEo| HERT 74 I Eot Mg
O=ZM Enterprise zoneZt Control zone2| =7+ X|2dofl F1==/0]
HlolEf &AlS 9IS 7im ofske sict

H\J
r| r
4

2
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DMZ zoneol| 5= A|AEI2 Control zoneQZFE| MEHE
2 HO[HE Sdll SAolA Muk Ll Ha HR| MEfE ZLHEE
SiAHLE CHak Zxlof Mo HEg el M&she AEEEAM,
Integrated Automation System (IAS), EMS (Engine Monitoring
System) S0l ¥ FXA|ES = 2 MH[AE KMS3sP| 26l
HEZ HZ == RMS (Remote Management Service), ECDIS
of S HHOIEE 2lal AMx|E HHO|E M, =M SoilA

MR AntEE EE S0l of Aol HA|=ct

3.1.3 Control System zone

Control zone2 Mt 25+ 2
xlElE FHoz Ael MEE AS-$E5In ol2{st Ho[EE
Soll ZHER = Hojoks dets félsk=s HEHEEZ +
MEIC)

Control zone2 IACS UR E260| 2} Siafi/SAIAAR 7|2t
HOAIARL SlE MOA|AE & SHof| w2l Heo| o=z
AMED] Zt 2 2 280l HelE 37k =F(ev. 0 ~ Lev.
3)2= i3s3} Zo| MTMECE

ofr
2
nE
FO
rot
E!
4>
9
>
[>
i
=)

o Level 0 : Alel CO|E] AS-EE 28 MM (nput) & AlS
XEIE 2l UZoolE(Output) S YUEH M X2IE

Slst WE clujol2

Level 1 : &3 Mo E HoI5l7| ?I8t Programmable
Logic Controller(PLC) 2 PC S2| M|0f C|HJO|AZA], MEt
IR, H|AF Moo} =l A|AE]

[yl

Level 2 : @1&3 MSE HMo{sP| 2|5 Programmable
Logic Controller(PLC) & PC S2| HM|0of C|H[O|ARZA,
Musls) 2 7|2 32|10 skE Hofet BEE AIAR
Level 3 ZAEER, HIA|, HFO|0|H S8 &5t
ZZMAE Hof-ZAlsP| 28t SElEl AlARISZ, IAS &

Integrated Navigation System (INS), EMS S0| Z&kE

3.2 dY HESZ Zie| =3

4ol MYt HEAT 752 fleiMe Ul HEHIE 7
Motz FRIAAE B Z2EZE 52 EHE 7498 WEST/
Hob Fxlo| 584 Hjxl7 Rsict olo = HojlM= IACS
UR E2601lA1 Z0E 47X] FX|E 285101 Z2F 7 oA et
1 2PH MRlE HEST/Eet Fxle| dag MAlSIT,

3.2.1 Enterprise zone
o|Fetnt Mt HEQIAY Afojof HeHnt 2IPHE HAll T
2s510d AP Sukslor & F 7Hel BHEE MZezEM ME
2ol MA2l =AS i 4 ok
dioz= o7l ZEE Mu|AS HSShe 2FPEE Wet
Clofl Mx|Slof CHEe| ol miZlo=RH WaHs 255t

ot
= ujxlsin Yk Ciak Mute] A Mub-SAF 7F matsls

[

4

H 1%

Eelil= £=F0| MU Eeli® 2ot =X 21, 2Mbps ~ 4Mops 5=
Fo| L2 S MH|AE &8sichs ®, J2|1 Ad|A HE
(DDos, Distributed Denial of Service) S Eei=Zn} 2=l 2|
2ole ZE MY = dilRol § Yo iig ks
2|#o| 2t Ho| L= Hg T2{sio O 61 20| &
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Table 6 Cyber Threat scenario based on IACS UR E26

No. UR E26 Requirement Scenario
Access attempt (Eng. — Nav. Control)
- No.3 Firewall set to block web service (e-mail) port
- Attempting to access a ERP installed on an email server after connecting a notebook to an ECC
421 port
1 Security zones and - Checking inaccessible screen display
network segmentation | Access attempt (Enterprise — Nav. Control )
- Connect test laptop to L3 switch
- Enter the ECDIS IP into the test notebook web browser(chrome)
- “Site can’t be reached” message in web browser
Onboard network device denial of service attack
422 )
. - Connect test laptop to L3 switch
2 Network protection ) . . . .
safequards - Transfer a large packet to a Qapt. RM PC using a traffic generqtm solution (Hping)
- Check the log of excess traffic event occurrences on the No.2 firewall
Access to Critical Assets by Unauthorized Persons
3 4.2.4 - Add an L3 switch account and don't assign remote access rights to the account.
Access control - Attempt remote access using a new account ID using the head office PC (on shore)
- “Site can’t be reached” message in web browser
Access attempt (Wifi — Nav.Control)
4 425 - Connect to the ship's WIFI with the sailor's personal laptop
Wireless communication | - Enter the ship’s e-mail IP into the sailor's personal laptop web browser(chrome)
- “Site can’t be reached” message in web browser
Remote access failure
426 - Attempt to access an unregistered ID on a VPN installed on board using a PC at the head
5 Remote access control office(on shore)

and communication with
untrusted network

- Trying to reconnect in the same way after checking for connection failure
- Check the firewall for related events
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