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According to International Association of Classification Societies (IACS) Unified Requirement (UR) E26, ships contracted for
construction after July 1, 2024 should be designed, constructed, commissioned and operated taking into account of cyber
security, In particular, ship network monitoring tools should be installed in accordance with requirement 4,31 in IACS UR E26, In
this paper, we propose a Security Information and Event Management (SIEM) security policy model for ships as an effective
threat detection method by analyzing the cyber security regulations and ship network status in the maritime domain, For this
purpose, we derived the items managed in the SIEM from the maritime cyber security regulations such as those of International
Maritime Organization (IMO) and IACS, and defined 14 detection policies considering the status of the ship network, We also
presents the detection policy for non—expert crews to understand it, and occurrence conditions depending on the ship's network
environment to minimize indiscriminate alarms, We expect that the results of this study will help improve the efficiency of ship
SIEM to be installed in the future,
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Function SIEM NMS
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2.2 BIMCO Guidelines on Cyber Security Onboard Ships
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Table 2 7.2. Technical protection measures requirements

Table 3 7.3 Procedural protection measures requirements

Requirements Details Requirements Details
Limitation to and ) Computer - Establishing procedures to restrict access to
- Allow only appropriate .
control of network] ) ' access for onboard computers by port and terminal
ports/protocols/services according to o
ports, protocols visitors staff, etc.

) corporate network or sub—net control policy
and service

- Block access of unidentified devices to
controlled/uncontrolled networks

- Control of remote access for OT(Operational
Technology) & IT(Informational Technology)
systems

- Considering any wireless network as
uncontrolled network

- Configuring ship's network zone using
firewalls, etc. and continuous monitoring of
firewall logs

- Physical access control to LAN ports such
as satellite modems or switches

- Using Virtual Private Network(VPN) and
encrypted protocols for ship—shore
communications

- Disable “remote administration page” and
“port forward” functions

- Communicate and monitoring of ship to
shore communication through firewall

- Encrypt data traffic during remote access

- Wireless network access control through
appropriate devices and change encryption
keys regularly

- Control of wireless network access through
appropriate devices and change of
encryption keys regularly

- Monitoring of wireless access using NAC, etc.

- Installation of security devices in wireless
network—related devices

Configuration of
network devices
such as firewalls,
routers and
switches

Satellite and radio
communication

Wireless
access control

AolH{EoE Tjo|=2I0le Lalsl QICt & J10|=2fel2 NIST
(National Institute of Standards and Technology) Framework
(NIST, 2018)E &&3l0d, 23 & FH AlH 2|A3 &I}, &
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42, 8.2 TRl BXl 2 sty Utk & X|EAM(The
Guidelines on Cyber Security Onboard Ships V4) W HES3
AA AT 2EHE AlH IRl iR g V=
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- Establishing procedures related to the use of
IT devices by crew, including utilization of the
ship's communication network, etc.

Crew's personal
devices

Upgrades and
software
maintenance

- Establishing procedures for updating firmware
of OT & IT systems for ship operation/control
and ship’s network devices(router, firewall)

- Establishing procedures for remote access to
ship’s IT & OT systems and monitoring
remote access

Remote access

Use of - . !
. - Restricting access to information except to
administrator .
o authorized personnel
privileges
Multi/factor | - Applying multi—authentication system and
authentication strong password policy for access to

and passwords | important systems/data

2.3 IACS Recommendation on Cyber Resilience

IACS Rec.166 — Al0|H S)Eg f/st 1A (2020)= IMO
MSC.428(98) ¥ FAL.1/Circ.3 HSS X2z 204 48 Lkl
=Ho| 78 NE ZMEM, 7Ed 2 401I ZH2 = Aol F
22 HoMolck IACS Rec.1662 IMO Z2|Mel oEEIX|Z
NIST ZU}IE F3sl0 AlH 25 BX|, g, ST+ 55
7K M =EE BACR TS SELA}?DE HAIStLL At o]
= HEST 741 BHE 7|z 2TARERR Table 42F Zct

2.4 1ACS Cyber Resilience of Ship(UR E26)
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Table 4 Network-related technical requirements

Table 5 Network design and configuration requirements

Requirements Details Requirements Details
- installation of network monitoring and alarm - CBS-related networks separate other
. systems networks by firewall or equivalent means
Equipment | Approving UR E22 and E10 for network device Network Protection| - Functions to prevent excessive traffic and
connected with cat 2 and 3 in UR E22 safeguards protect resources
- Ability to deactivate unnecessary
- Designing network considering network data functions/ports/protocols and services
throughput, data processing speed, etc. Antivirus,
Design | - Network redundancy when necessary according antimalware, | - Functions to protect against malicious
to risk assessment antispam and otherl code such as viruses, worms, trojan
- Network vulnerability analysis protections from | horses, and spyware
malicious code
. - Installation of CBS(Computer Based System) in
Installation L ) ( o Y ) - Procedures and functions of access
the airtight device
control  for cat 2 & 3 system—related
- Capability to identify and authenticate valid N | Z(:)t.\lihvorksf ) of |
sessions and reject any usage of invalid session Coess contro i ”2’ ofllcontro write) o a;:cess—lpon.tro
- Capability of network monitoring for link up and 'GStS ,Or 'e_ ;ystlem§/ Tetwor s/applications
down of each port on the network device, ' ranF|ngdm|n|ma privi ﬁges to u:ers
Control, power on or hardware reset, fan failure, etc. permitted to access the networ
monitoring | - Capability of monitoring for the status of cat’ 2 - Configuring as a network zone separate
and alarm & 3 devices Wireless from the wired network
- Capability for identification and authentication communication | - Ability to access only authorized users/
related to wireless communication use, wireless devices
communication encryption, user management, . . : .
- Ability to disable direct networking from
etc. Remote access .
untrusted networks into the secure zone.
control and ) .
- Physical network i h as through communication witn| | Uretions related to endpoint
f yS|c|]a1 ,?e wor Ittlsegrega 'Oni, sue bats rougn a ntrusted networks authentication, integrity and authentication
|rewa , if permitting connections between protection, VPN, efc.
different networks
Segregation | - Restriction of wireless access to category 2 and - Monitoring and protecting against
and 3 device permanently Network operation| excessive traffic
segmentation | - Disable function for use of removable devices monitoring - Monitoring or protecting against
of network such as USB connection of unauthorized devices
. CﬁnﬂgutrmgkD$M|I|ta(;|z§d Zonte (DM2) op the Diagrostic
sh|p nf vvor:. ,' r(;eTe N tremo € access from functions of CBS | - Diagnostic functions for CBS and network
shore to ship's system and networks
- Functions of credentials for network access o o Aut ojmiol SIAl ol
Network - Functions of enhanced authentication control or 551 IACS UR E262 A9} Alojt] =2i2o] i) T|=2M A
protection limited authorization for remote access ol I3 EX| 7|5 272t e CBS 2! HESRIT Zkx|of| thst
safeguards | - Restricting physical access to network devices 71X 97g mssl ok 0| HESYT AA T TM/MA
- Configuring minimum privilige policy off st M2 Table 59 2Tk
- Intrusion Detection System (IDS) and Intrusion =
: d o =5l H
. Protection System (IPS) 3 An_-l—l- L-”ET-IE- °|_:I%I' s _-II
Cyber incident X o
) - Timely incident alert systems
detection | Network Performance Monitoring System =15
safeguards S . 9 ystem 3.1 Met L ELT sigt
- Displaying of security events, e.g. Security
Information Event Monitoring (SIEM) ol HoIME six| ZAzslo] Sakmol Aate| Lot 2192
Network and 2ok HIES3 EEZX|of Cislo EAMstn, 0|5 Sslf L
Rsystem - Network device backup and recovery function 7tset OIME Sigol| tislod A/ESIIAL Sict.
Mzcovery M HEQS EEZ2X| M2 o5 A2 2uf =M20lM
asures
AZQITE AOIE MEF 3Xof| COf$t HEQIZE BEAMSIRICE
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Fig. 2 Demonstration vessel (HLS)

3.2 MEtHEQT Eafj® 2 27 54N Table 6 Network traffic status
Total | Daily average |Daily highest| Daily lowest
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+ Seliing debection policy range considering
ship network environmeznt

+ Definition of celection items based on
regualions related to maritime domain

Selection of
detection
policy items

+ Establishment of network/secLrily devicelinka
. . ge plan for each deteclion item
Define detection | . Egahlishment of policy name o improve
policy criteria non-expert awareness
+ Present condiions for each debection 2olicy

Application + Apply detection policy within SEM installed

analysis and on board the ship

advancement + Revision of criteria for each verification—
based deteclion policy

Fig. 3 SIEM detection policy development procedure

Table 7 Definition of detection items

Regulation|  Category Requirements
. - Allow specified ports/ protocols
Technical /services according to company
protection policy only
BIMCO measures - Remote access control of OT & IT
guidelines systems
on qyber Procedural . : .
security on rotection |- Restrict access to information
board ?neasures except to authorized personnel
ships
- Set cyber incident alert threshold
Detﬁgt’ lbl%Ck based on network status data
ana aa (traffic flow, network operation)
- Connect each port
Contral, - Downlink of each port
monitoring and| - Network(hardware) reset
alarm - Network FAN failure
IACS - Temperature abnormality
Rec.166 - Credentials functions for network
Network access
protection | - Enhanced authentication control or
safeguards limited permission control for
remote access
Network - Functions to prevent excessive
Protection traffic and protect resources
¢ 4 - Ability to deactivate unnecessary
IACS UR sareguaras functions/ports/protocols/services
£26 Antivirus and - Functions to protect against
O}Per;prftl?ﬁtlons malicious code such as viruses,
° co?jec ous worms, trojan horses, spyware
Network L . )
IACS UR . - Monitoring and protecting against
operation ) .
E26 L excessive traffic
monitoring

A oiZE ot Zo| L3 A91%|, YaloRTe WS
== Hob 215 sz Mol Sy AEE NI 9
Sx| M 5212 9l 250] EAIEl SiA} 2O Alo|sZot 2
78 2 xEe 7|I0§ ARE| BEOIA Bl 7ise g2
Table 73} 20| Als/ = RoICk

ru|o Mook Ao

H3/=et
2L "*EOI of22| 7|T:§ EEHE M-MsIAct.

Igémﬁﬁa]—') AolH 213 7 7=
) Aol SIEoll CHSt ol =
) A= Ao| f{Ee| A2l
1) Aol 2IF 0{FE HEsP|
) Alolt] 23| Z2(Source) X2
74) 2| &AKconfiguration) A&ZL

Ho

Ho

s 0
;ﬁJ

ﬂI|0 00||
e
m
ol
AN
H 1
o
N

L

o
Y e o

(
(
- (
- (
~
(

%

JSNAK, Vol, 61, No. 4, August 2024

283



MEER Security Information Event Management (SIEM) 7HerS 2|5 Hot M2 mdof| Zist o

Table 8 Definition of detection policy

RequiremenTJ Link method

Policy name Details
Network - Detect new
L3 switch/ | [System alarm] connections to
each port . .
) Link up Detection of a network ports
connection
message/ | new connected | - Detect unused
(BIMCO, Syslo router/switch ort unauthorised
Rec.166) | ~Y>'%9 port una
connections
Network | L3 switchy [System alarm] | - Dgtect down/
. ) Loss of failure of each
device port| Link down i
. connection of port connected
link down | message/ )
(Rec.166) | Syslog device connected| to the network
' to router/switch equipment
Network | L3 switch/ [System alarm] | Detect failures in
equipment | FAN function ¥ the fan function
. Stop rear cooler
FAN failure|down message /| of router /switch of network
(Rec.166) Syslog equipment
3 svicny | e S
Network Config corfiauration - Detection of
hardware | initialization 9 . unauthorized
. Information L
reset execution chanced 1o initialization of
(Rec.166) | message/ 9 network settings
Svslo default by an
¥SIog outsider
L3 switch - D i f
Network switch/ [System alarm] eteCtloh °
Factory reset unauthorized
hardware . Restore router L
execution : e initialization of
reset message/ /switch to initial network equipment
(Rec.166) state by outsider .
Syslog settings
Remote [System access] | - Detection
access Firewall/ Detection of unauthorized
control | Rue message /| unauthorized remote access to
(BIMCO, Syslog remote access ship’s critical
Rec.166) Service access assets
L3 switch/ + Detection
[System alarm] abnormal
Thermometer
) Thermometer temperature
malfunction . ) .
message/ function failure of| changes in
Neltwork S slog router/switch network
equipment ySIOg equipment
temperature :
anomaly L3 switch/ | [System alarm]
(Rec.166) Maximum | Router/switch - Detect abnormal
' temperature | maximum temperature
exceeded | allowable changes in
message/ | temperature network equipment
Syslog exceeded
Disabling [Information leak]
unnecessary ) - Detect non—
) ' Detection of )
functions/ Firewall/ : business
unauthorised .
ports/ | Rue message / seonvice (unauthorized)
protocols/ Syslog ) programs such as
: use(email,messeng !
services &) email
(UR E26)

Requirement| Link method Policy name Details
[Information collection]
Detection of search
Firewall/ | behavior for
- |Rde message /| collecting
Disabling Syslog information on an | - Detection of
unnecgssary operating service unnecessary
functions/ (
port) access
ports/ - - .
protocols/ [Informghon collection] (?ftiki)el(: ports,
services . Detecpon of searchl P _ ,
(UR E26) Firewall/ behavpr for services, etc.)
Rue message /| collecting
Syslog information on an
operating service
(IP)
Monitor [Denial of Service]| Detection of
) ) ) overused
excessive | Firewall/ | Detection of assets
) i assets
traffic  |Rue message /| using abnormally '
exceeding
(UR E26, Syslog large amounts of rormal traffic
BIMCO) traffic
volume
Restricted - Access to
" [System access] L
(administrat] . . ship's critical
Firewall/ | Detection of .
or only) Rue message | unauthorized assels Is
access to " granted only to
: . /Syslog access to critical )
information assets authorized
(BIMCO) administrators
- Detection of
[Malicious code] through minimal
Protection ' Detection of SUSPICIOUS
Firewall/ . o
from Rie connections to communication
malware 1Syslo % | services (ports) events if
(UR E26) ¥SI0g commonly used by | antivirus
viruses installation is
not possible
O|Z Il Table 70l Mofet BX| =t Mufj MX|E L3 A9
3 kS|l = 7SS OMIE 205 nfEAA 2 SFE
2 52 ERAIAE dE, AIAR HZ, HE[E oA, AH|
2 AR, 5 ), dHIAD)SIcE J2|0 2o FHo| ofsh
T etg el AV EREl 671K fIS xekelod Table 81t
20| Aol 2y AHS BX| M o=z Holsigict
olet b, W TRAX|(HES /RO X)) 2EE HZs]
£ 0[HIES RO IX|5P| I8t 2y 57| U 758 =
O oIt olof 3F MuFHEQT EfE ¥ 20 &4
ZE EOZ AD| MolE SIEME EX| Mao| Y HIg 5
o =742 2o|Z AHESI| Table 92 20| ot EfX| Halg
Sai%ct

5.

=5 18 S Mefel

MERZ SIEM
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Table 9 Definition of alarm criteria for detection policy

2 4% Sl Mt of Mot 2zspy

7|AL, 71 = o] U2t Zzdof| Fet=R| ot AF| i
of MeollAl Mz MR Rot= &9l 2HIL T 2

= ATk ololl FHIE BH/ARESHE 2LA ATOIM AH 2

().” Dl-:xl 7I-|7'cHO| -%A—I% HA=sH TlQ7y %U_‘_I..

M

o=
olof| Mete| Hot i3t HMS 2|5

EIX| ABts Al

i

5.1 T AlAY| Mg
2 =z2olMel AE2oZ MxlEl SEM £FM2 0|2F3
glo[MAle] SpiderOTOlCt 2ot M MES 25l SpiderOT2|
€ = Mo V|e2 AlSsi] 5 HTE Sl JHUE MEE

SEM BX| Mg HMESIQIct

0l ¢Iall Fig. 4, Fig. 52 20| &slH L3 A9X| § 21
B MX|AAREE BRE OF U 5 =22 Sl 7= &
x| MHo| 0|22 Alg @EMEZ =yl5i0 ANK} Zt
59| 7|2 Hel smof wAFT| 9 gy
- Z= : sublog, msg, method S(FR! 211 & EX| dE=2
AYE deo| 0|5)
04 : like, in, not S(ZE gHo|
- gt 1 accept, drop, 22, 23 S(AEZ MY EX|Y)

Policy name Time | Criterias Basis
[SyStem alarm] 10 - See section
Detection of a new . 1case

) minutes 3.2

connected router/switch
[System alarm]
Loss of connection of 10 - Related

) ! 1case
device connected to minutes cases None
router/switch
[System alarm] . . Related
Stop rear cooler of router [1minutes| 1case

. cases None
/switch
[System alarm]
Router/switch configuration|, . - Related

: Tminutes| 1case
Information changed to cases None
default by an outsider
[System alarm]

) ! - Rel
Restore router/switch to | 1minutes| 1case clated
e . cases None
initial state by outsider
[System alarm] . . . Related
Thermometer function Tminutes| 1case
. ) cases None
failure of router/switch
[System alarm]
Router/switch maximum . - Related
1minutes| 1case
allowable temperature cases None
exceeded
[System access]
Detection of unauthorized . - Related
. 1minutes| 1case
remote access service cases None
access
[Information leak]
Detection of unauthorised . - Related
i ) Tminutes| 20case
service use (emall, cases None
messenger)
[Information collection]
Detection of search . See section
behavior for collecting Tminutes| d_ip>=200 30
information on an '
operating service(port)
[Information collection]
Detection of search . Related
behavior for collecting Tminutes|d_ip>=200
) ! cases None
information on an
operating service(IP)
[Denial of Service]
Detection of assets using . S_ip>= | - Related
Tminutes
abnormally large amounts 5000 cases None
of traffic
[System access] . . . Related
Detection of unauthorized |1minutes| 1case
. cases None
access to critical assets
[Malicious code]
Detection of connections . - Related

) ITminutes| 5case

to services (ports) cases None

commonly used by viruses

Fig. 4 Applying security detection models to SIEM

© ol w1

Fig. 5 Results of applying security detection model
5.2 EX| &l

SIEM Lf Eok H&o| XMelsh| MB=0] HeX &els| 2

3l Fig. 62t 20| M=AlM MS3HF= T E25101 Table
102} Zo| 1252 &X| Mol TSt Test eventES 2HAA|7 &
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MukE Security Information Event Management (SIEM) 7HEtS $|5H HoF M mdiof &S i
N Policy name Test procedure Validation
[System alarm] - Create log(hardware fan
Thermometer function |  STO") Using Log meker o

Fig. 6 Log generator

O|E SIs ML SEM M Lf 23 MM AEE%IIO1°| Log

MakerS Mx[5I% o0, MME 277} SEMeZ SREEE M
Mol £ =218 Aol 2E Wl MAS 25l B
°| LESS -’.f- [5tof HIIZ =l IPE 33 510, NMAP(ZE AFY
T % Hoing(CHB3 Eaf= M4 ) ARES 2lsl 2zl
;ﬁ(ﬁHo oix|2teZ Fig. 72t

OI o= O5)E A 7'(|3|9"jL b
Zol M HE9IT 219 BolZ0| MAE 13 A9Ixle| ¥l %
ol -E=o| (AN Hol22 HsRct

failure of router/switch

- Check alarm occurrence

when creating an event log

[System alarm]
Router/switch

- Create log(temperature

measurement not

Table 10 Perform virtual attacks and verify detection

Policy name Test procedure Validation
- Connect the LAN cable
[System alarm] connected to the laptop
Detection of a new prepared to create physical
connected cyber threats to an unused O
) port on the L3 switch.
router/switch

- Check alarm occurrence

when connected

[System alarm]
Loss of connection

- Remove the shipping

company email server cable

¢ o rected connected to the L3 switch O
o aevice CC,) ec - Check alarm occurrence
to router/switch when disconnected
- Create log(system fan failed)
[System alarm] using Log maker(log creation
Stop rear cooler of program) O
router/switch - Check alarm occurrence
when creating an event log
[System alarm] - Create log(reset switch
Router/switch image to factory default)
configuration using Log maker O
Information changed to - Check alarm occurrence
default by an outsider| When creating an event log
[System alarm] - Create log(cleared switch
Restore router configurations) using Log
maker O

/switch to initial statg
by outsider

- Check alarm occurrence

when creating an event log

. functioning) using Log maken O
meximum allowable - Check alarm occurrence
temperature exceeded | e creating an evert log

- Access the ship's email
[System access] server via TELNET with a
Detection of laptop prepared to create o
unauthorized remote physical cyber threat actions.
access service access | - Check alarm occurrence
when accessing
- Remove outlook from SIEM
[Information leak] white list
Detection of - Install outlook s.w on the O
unauthorised service ship's email server
use (email, messenger) | - Check alarm occurrence
when installing the s.w
[Information collection] | * Collect onboard network
Detection of search port information via NMAP
behavior for collecting on laptops p repared {0
. ) create physical cyber threat O
|rn‘orm§t|on onl an actions.
operating service - Check alarm occurrence
(port) when collecting information
- Collect onboard network IP
[Information collection] |  information via NMAP on
Detection of search laptops prepared to create
behavior for collectingl physical cyber threat O
information on an actions.
operating service (IP) | - Check alarm occurrence
when collecting information
- Generate massive traffic via
[Denial of Service] Hping on laptops prepared
Detection of assets to create physical cyber O
using abnormally large|  threat actions.
amounts of traffic - Check alarm occurrence
when generating traffic
- Access to onboard mail
[System access] servers with a laptop
Detection of prepared to create physical O
unauthorized access cyber threat actions.
to critical assets - Check alarm occurrence
when accessing
[Malicious code] - Forced access to vulnerablel
Detection of ports via TELNET on
. prepared laptops to create
connections 1o physical cyber threat O

services (ports)
commonly used by
Viruses

- Check alarm occurrence

actions

when accessing
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Fig. 8 SIEM installed on—board
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Table 11 Effectiveness evaluation results

Number of
OCCUITENCES

Policy name Remark

[System alarm] Detection of a
new connected router/switch

Change
occurrence
35,766 cases | cycle.
Tminute —
1hour

[System alarm] Loss of
connection of device connected
to router/switch

[System alarm] Stop rear cooler
of router/switch stops working

[System alarm] Router/switch
configuration Information changed - -
to default by an outsider

[System alarm] Restore router
/switch to initial state by outsider

[System alarm] Thermometer
function failure of router/switch

[System alarm] Router/switch
maximum allowable temperature - -
exceeded

[System access] Detection of
unauthorized remote access
service access

Add firewall

138 cases | hite st

[Information leak] Detection of
unauthorised service use (email, - -
messenger)

[Information collection] Detection
of search behavior for collecting
information on an operating
service (port)

Add firewall

1cases || e list

[Information collection] Detection
of search behavior for collecting
information on an operating
service (IP)

[Denial of Service] Detection of
assets using abnormally large
amounts of traffic

Add firewall

1cases |\ ite list

[System access] Detection of
unauthorized access to critical - -
assets

[Malicious code] Detection of
connections to services (ports) - -
commonly used by viruses
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MEER Security Information Event Management (SIEM) 7He+S
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